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Areas of Potential User Profile Abuse




WWhat does a User Profile have that cani he abused?




===  Special Authoerities;are Out off Control

'SECADM [
]
]

NOSYSCFG
*SPLCTL
*SERVICE
*JOBCTL




Who can Abuse a User Profile?




Password related expoesures




=== [[Default Passwerds - Hew many. doe yeu have?

B Average
] ™Median

All Profiles with Enabled Profiles with
Default Passwords Default Passwords




Passwoere Sharng




Weak Password Formation Rules




Generic/Shared User Profiles




lities Exposures

@ The limited capabilities attribute of a User Profile determines if the User
can run ANY authorized command at a command line. It also
determines whether the User can change selected values on the IBM
supplied Sign-on display QDSIGNON and/or QDSIGNON?2.

SYSTEMI
QINTER
QPADEV0083

Password
Program/procedure
Menu

Current library
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Limitead Capanilities Exposures




o CRTUSRPRF BOB ... LMTCPB(*YES)

& Provides the Command Line restrictions
@ But, RMTCMD does not respect the LMTCPB attribute

Microsoft Windows XP [Version 5.1.2600]
(C) Copyright 1985-2001 Microsoft Corp.

C:\Documents and Settings\Dan Riehl> RMTCMD CRTLIB HACKER

IBM iSeries Access for Windows

Version 5 Release 3 Level 0

Submit Remote Command

(C) Copyright IBM Corporation and Others 1984, 2003. All rights reserved.

U.S. Government Users Restricted Rights - Use, duplication or disclosure
restricted by GSA ADP Schedule Contract with IBM Corp.

Licensed Materials - Property of IBM

Library HACKER Created
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@ What happens when we combine the RMTCMD exposure with User
Special Authorities, like the ubiquitous *JOBCTL

Microsoft Windows XP [Version 5.1.2600]
(C) Copyright 1985-2001 Microsoft Corp.

C:\Documents and Settings\Dan Riehl> RMTCMD ENDSBS QINTER

IBM iSeries Access for Windows

Version 5 Release 3 Level O

Submit Remote Command

(C) Copyright IBM Corporation and Others 1984, 2003. All rights reserved.

U.S. Government Users Restricted Rights - Use, duplication or disclosure
restricted by GSA ADP Schedule Contract with IBM Corp.

Licensed Materials - Property of IBM

Subsystem QINTER ending in process

@ So, Joe on the loading dock just shut down your system

Network Exit Point Software Required
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Limitead Capabilities, expoesuires




Abuse through Adeptien e Autherity,




Abuse through Adeptien e Autherity,




Adoption or AUthorty — HoW T WOIKS

Owner is
QSECOFR

CALL MYPGM1 ‘ The Program

MYPGM1
USER(*OWNER)

1. GO Main Command line

2. WRKSPLF

3. CALL BILLING

90. Sign Off

Find these programs using the command DSPPGMADP or PRTADPOBJ
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Secunty and Adopted Authority.

Prevent Command Line
access when adopted
authority is in effect!




Adopted Autherity: Back [Dooil Programs




Einding Regue Adepting Programs




Adopted Autherty: Back [Dooi Programs




User Profile Authoeriization Exposure




Exploiting the User Profile
AUtherizatieon Expesure




Expleiting the User Projile
Autherization Expesure




Do youl have this exposure?




Abuse through a Joh Description




Abuse thireugh a Jola Description




Abuse Threugh using a Joh Description
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